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Canon U.S.A. does not provide legal counsel or regulatory compliance consultancy, including without limitation, Sarbanes-Oxley, HIPAA, GLBA, 
Check 21, or the USA Patriot Act. Each customer must have its own qualified counsel determine the advisability of  a particular solution as it 
relates to regulatory and statutory compliance. Canon products offer certain security features, yet many variables can impact the security of 
your devices and data. Canon does not warrant that use of its features will prevent security issues. Nothing herein should be construed as legal 
or regulatory advice concerning applicable laws; customers must have their own qualified counsel determine the feasibility of a solution as it 
relates to regulatory and statutory compliance. CUSA, through its subsidiary CIIS, has strategic partnerships with Box and mxHero.

CUSA, through its subsidiary CIIS, has strategic partnerships with Box and mxHero. Canon products offer certain security features, yet many 
variables can impact the security of your devices and data. Canon does not warrant that use of its features will prevent security issues. Nothing 
herein should be construed as legal or regulatory advice concerning applicable laws; customers must have their own qualified counsel determine 
the feasibility of a solution as it relates to regulatory and statutory compliance. Third-party SIEM system required. Subject to third-party SIEM 
system terms and conditions. Canon cannot ensure compatibility with all third-party SIEM systems.

As an ENERGY STAR Partner, Canon U.S.A., Inc. has certified these models as meeting the ENERGY STAR energy efficiency criteria through an 
EPA recognized certification body. ENERGY STAR and the ENERGY STAR mark are registered U.S. marks. Canon, imageRUNNER, imageWARE, 
and the GENUINE logo are registered trademarks or trademarks of Canon Inc. in the United States and may also be registered trademarks or 
trademarks in other countries. Therefore is a registered trademark of Therefore Corporation. uniFLOW is a registered trademark of NT-ware 
Systemprogrammierung GmbH. Google Cloud Print™ is either a registered trademark or trademark of Google Inc. AirPrint and the AirPrint logo 
are trademarks of Apple Inc. All other referenced product names and marks are trademarks of their respective owners. All screen images are 
simulated. All features presented in this brochure may not apply to all Series and/or products and may be optional; please check with your Canon 
Authorized Dealer for details. Products shown with optional accessories. Specifications and availability subject to change without notice. Not 
responsible for typographical errors. 
©2019 Canon U.S.A., Inc. All rights reserved.
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	 *	 IEEE 2600 Kits may not be available at the same time of product release; check with your Canon Authorized Dealer for availability.

		  Note: Some features require update to the latest version of the United Firmware Platform.

Third Generation  imageRUNNER ADVANCE

SECURITY FEATURES C7500 Series, C5500 Series, C3500 Series, C356iF Series, 
8500 Series, 6500 Series, 4500 Series, 715iF Series

Device Management

Verify System at Startup Standard (Only available on 3rd edition models)

Security Management

Security Policy Settings Standard

SIEM Integration Standard

Authentication 

Active Directory/SSO Standard

Universal Login Manager Standard

uniFLOW Online Express Standard

uniFLOW/uniFLOW Online Optional

Proximity Card or CAC/PIV Optional

Access Control 
Password Protected System Setting Standard

Access Management System Standard

USB Block Standard

Data Security 

TPM (Trusted Platform Module) Standard

Hard Drive Password Lock Standard

Hard Drive Data Format (EOL) Standard (9x) 

Hard Drive Data Erase Standard

Hard Drive Data Erase Scheduler MEAP Optional

Hard Drive Data Encryption Standard (FIPS 140-2 Validated)

Hard Copy and System Security Optional (IEEE2600 Common Criteria)*
Removable Hard Drive Kit Optional (Only available with A3 models)

Document Security

Secure Print (Driver Based) Standard

Encrypted Secure Print (Driver Based) Standard (Optional on 1st edition models)

Secure Print (Server/Cloud) Optional

Secure Watermark Standard (Optional on 1st edition models)

Mail Box Security Standard

Encrypted PDF (AES 256 support) Standard (Optional on 1st edition models)

Device Digital Signature PDF Standard (Optional on 1st edition models)

Document Scan Lock Optional (Not available for imageRUNNER ADVANCE 715iF Series)

Network Security 

Port Management, IP Address & MAC Filtering Standard

IPSec Standard

Cipher Algorithm Selection Standard

TLS1.1/1.2 Support and SSL3.0 Disabled Standard

Certifications 

Common Criteria IEEE 2600 Optional*
FIPS 140-2 IPSEC/CAC/PIV/HDD Encryption/TLS

To learn about Canon's many awards, visit  
usa.canon.com/iradvawards.
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